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ABSTRACT

Everything on the internet is susceptible to
an attack, especially for an institution like
the University of New Haven. The team will
be conducting an experiment to implement
the OWASP Honeynet framework onto the
University CIT network. Doing this will allow
the team to create a deception to the real
network, drawing attackers away from the
real network and putting them in a
simulated copy of the real network. When
the team is successful, we can present this
to the University to show them how they
can further their security posture as a
whole in their environment of the network.

OBIJECTIVES

1.Implement the honeynet to track
attack patterns.

2.Successfully monitor traffic on the
Honeynet.

3.Study attack patterns and
methodology to understand how
attackers move though the system.

4. Have a comprehensive list of
recommendations for the university to
take to improve the CIT network.

PROBLEM STATEMENT

While universities such as the
University of New Haven have a
substantial security infrastructure,
there is always room for
improvement. Our team is looking
to find any vulnerabilities the
network may have to recommend
security improvements for the
university through using a
honeynet to mirror the University
of New Haven networks.
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Figure 1: OWASP Honeypot framework GitHub
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Figure 2: Model of the Honeynet architecture
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Figure 4: Visual from Kibana showing the attack occurring

RESULTS

* Launched attack through CIT Network on the Database
honeypot.
o Changed user data
o Encrypted data
o Overwrote indices

o Network Restrictions through Firewall Usage
o To change a password, require Multifactor Authentication
o Restrict websites and other domains inside and outside of
the network through NAT and Port Forwarding

capstonevm1@capstonevm1-virtual-machine: ~/elasticpot

:$ cd elasticpot

: $ sudo python3 elasticpot.py
[sudo] password for capstonevmi:
[2025-04-15 17:53:46.626539Z] Log opened.
[2025-04-15 17:53:46.626664Z] Elasticsearch Honeypot by Vesselin Bontchev
[2025-04-15 17:53:46.626694Z
[2025-04-15 17:53:46.626769Z
[2025-04-15 17:53:46.626935Z] Site starting on 9201
[2025-04-15 17:53:46.626987Z] Starting factory <twisted.web.server.Site object at 0x7013843b9b40>

]
] Loading the plugins...
]
]
]
[2025-04-15 23:31:56.859002Z] [INFO] (192.168.1.101:59192): GET: / _search?q=*:*&pretty
]
]
]
]

Listening on port 9201.

[2025-04-15 23:31:56.866454Z] [INFO] (192.168.1.101:59208): GET: / search?q=password:* OR passwd:* OR user:* OR email:*&pretty
[2025-04-15 23:31:56.872975Z] [INFO
[2025-04-15 23:31:56.882616Z
[2025-04-15 23:31:56.8826962Z
{
"username”: "admin",
"password”: "hacked",
"note": "this is a test attack"
}
[2025-04-15 23:31:56.897269Z] [INFO] (192.168.1.101:59246): POST: /message/_doc/
[2025-04-15 23:31:56.897344Z] [INFO] (192.168.1.101:59246): POST body:

{
"msg": "Your data has been encrypted. Send 1 BTC to wallet address or all data will be lost.”

}

(192.168.1.101:59218): GET: /logstash-*/ search?size=10000&q=*:*&pretty

|
[INFO] (192.168.1.101:59228): POST: /fakeindex/ doc/
[INFO]

(192.168.1.101:59228): POST body:

Figure 3: Attack launched on database honeypot

FUTURE RESEARCH

* Furthering this project would include:
o Implementing more honeypots
o Webservice
o SSH
o DNS

o Continue testing Elasticpot and OWASP to further
strength our university’s network security posture

o Presenting the data to the University in order to
recommend the best security changes possible
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